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FIG. 3 
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FIG. 4 
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FIG. 5b 
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FIG. 7a 
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NETWORK DATA COMMUNICATION 
SYSTEM 

BACKGROUND OF THE INVENTION 

The present invention relates to a high-speed data com- 
munication system between a client and a server via 
networks, and more particularly^ to a high-speed netwoik 
data communication system between a remote server con- 
nected to a high-speed network such as the ATM network 
and a client connected to a low-speed network such as the 
Ethernet. 

A system in which a client accesses a file of a remote 
server via netwoiks, there is a known system in which a 
client communicates directly with a server by using the 
TCP/IP (Transmission Control Protoool/Interaet Protocol). 

The TCP/IP is a high-speed data communication protocol 
used in internet communication or the like (Douglas E. 
Comer, "Intemetwoddng With TCP/IP**, Vol. 1, Prentice 
Hall). 

As shown in FIG. 6a, the IP is located in a network layer 
(S04, 510, 524) of a protocol stack reference model of the 
ISO (International Organization for Standardization) and 
allows data communication to be executed hop by hop 
between computers existing on a communication route. 

When gateways (510, 524) or routers located on the 
communication route check a destination address of a packet 
and the destination address is a self address (524), the padoet 
is passed to an upper transport layer (522). If the address is 
not the self address (510), a routing table is searched and the 
packet is passed to a network interface driver (data-link 
layer) designated in the table. 

The TCP is located in the transport layer of the reference 
model. Data communication is executed with the TCP 
between end-to-end computers while executing flow control, 
congestion control, and retransmission control. 

Cbmmunication performance is improved by the flow 
control which changes a sliding window size according to 
buffer capacity of the communication partner. When round- 
trip time increases, it is determined diat congestion occurs in 
the network and transfer speed is suppressed, thereby reduc- 
ing the congestion in the network. 

When timeout of an acknowledgement (ACIQ occurs, it 
is judged that the packet is lost on the communication route 
and the packet is retransmitted, thereby securing reliable 
data communication. 

As mentioned above, the TCP realizes high-cfGciency 
data communication via a wide- area network by determining 
the state of the communication route by sender and receiver 
sites to perform the flow control or the congestion control in 
an end-to-end manner. 

When attention is paid to a communication route of a 
client/server data communication via networks, a gateway or 
a router is located in a boundary portion between a LAN and 
a network, and a packet is sent to a partner via the networks. 

Arouod-trip time from the time a request is transmitted 
until a responseiSignal^isrreceived:^i s|lon g»in»an"end-to-end^ 
data commimicatioD with a remote station. Consequently, 
.vacwy.occurs^in^the transmiasioasof^'a^pac^ 
a problem?thit^even""a'^hiilF^e'edKnetwoik<^is^iise4 the 
perfonnanc^.«cannotjj)e«{u]ly«utilized. 

A botdeneck of communication performance via^net- 
>yorks.is jjue to congestion onlffl^throughput in the network 
rather than in the LAN. Therefore, in the TCP, a slow start 
control is executed on the assumption that congestion occurs 
in the netwodc Consequently, there is a problem that even 
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2 

when the high-^eed network is used, optional performance 
cannot be fully realized 

On the other band, in a high-speed network whidi can 
reserve a bandwidth such as an ATM (Asynchronous Trans- 
5 fer Mode) network, the bandwidth of the network which can 
be used by connections has high speed that is equal to or 
higher than that of the LAN performance. Moreover, since 
the bandwidth of communication of the network is reversed 
for every connection and a data transfer delay can be 
10 suppressed within a predetermined time, miilti-media data 
can be received/transmitted. 

Therefore, like in the TCP/IP, advantages of the ATM 
network can be fully used by hop-by-hop execution of the 
flow control or the congestion control more than by end-to- 
end execution of the flow control or the congestion control. 

However, since the TCP is used in the end-to-end 
commuiiication, neither a congestion state on a communi- 
cation route nor the size of the netwoik link of die hop-by- 
hop communication can be known. 

20 

ConsequenUy, the flow control or the congestion control 
according to the network on the route caimot«be performed 
and there is a problem that the performance and Action of 
the network cannot be fully used. 
25 In order to solve the problems regarding the network, 
there is a mimring system for locally forming a copy of a 
remote file. 

According to the mirroring system, however, when a copy 
of the same file is formed at plurality of locations, mainte- 
30 nance overhead for guaranteeing consistency of the file is 
incurred. 

That is, when the copy file is updated, the changed 
contents have to be reflected to the other files^ and it causes 
a problem of deterioration in performance by management 
35 overhead, 

SUMMARY OF THE INVENTION 

It is an object of the invention to solve the problems 
described above and to provide a system in which a server 

40 provided as a gateway between a network (for example, 
LAN) to which a client is connected and an another network 
(for example, wide area network (WAN)) to which a remote 
server is connected does not simply route a packet in a 
network layer but can execute flow control or a congestion 

45 control in a hop-by-hop manner, not in an cnd-to-cnd 
manner, in accordance with performance and functions of a 
network (Knk) connecting a client and a remote server and 
perfomianoe of each server. 

According to the invention, in order to achieve the 

50 objects, there is provided a network data communication 
system for a netwodc data communication in which a first 
computer connected to a first network and a second com- 
puter connected to a second network establish commimica- 
tion via a third computer connected to both of the networks. 

55 The third computer includes at^nimi^^U^p^^jl^^g^* 
^a^gigxy,rcg^a^pn5a^^ 

of Ihehsecond computer ,|m^^q».mn:|i^ ^ 
for ^itC^iying a c^omumcafio'S^ to^^thc 
seconcJivpomput^r. The third computer searches the proxy 

60 regi^ation table when a communication packet which is not 
addressed to the third computer is received, and when the 
network address of the communication packet is registered 
in the proxy registration table, the communication proxy 
process receives the communication packet and transmits 

65 the communication packet to the destination. 

The third computer has a communication proxy registra- 
don waiting daemon for forming the communication proxy, 
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and the second^con^uter-generates the communicatioii from low-priced PC or WS, a gateway or a router is desired 
^proxy process for Jhe.^cominiuiicationlproxy-rcgistration^^ having high CPU performance and a main memory of large 

wailmg:daanon:;>of^the^third'-computer^and registers the capacity, performing parallel data communication using a 

network address of the second computer to the proxy plurality of connections by implementing protocol process 

registration table. 5 algorithm suitable for the high-speed network, and securing 
fl he cdinmum ca ti^ ^ ii? SiiM& ff ^ if ^ ff ^^f ^ a buffer region which is laigc enough for communication 

^refegiv.esyafeb'nSn^ and extending the window size so as not to form a gap in 

..SjEagandacompjiter^an^ transmission of packets. 

etcr to the third computer^ ^ _ _ Accoi^g to the invention, as shown in the data com- 

When the communication proxy process reaivcs a con- jq munication between a client Al and a remote server B (dau 

necUon estabhshmcnt request packet addressed to the sco^ communication between 500 and 520) in FIG. 6b, a com- 

ond computer from the first computer, the communication ^^^^^^ ^siS) of the remote server B is located in 

proxy process establishes a connection between the com- ^.tewav Aocal server in a LAN to which the client Al 

munication proxy process and the first computer and frirther, * gateway ^ocai server A) in a lan ^ wnicn ine cneni Ai 

establishes i connection between the communication proxy ^^^^S^' ^ ^ communicaUon packet (511) to be routed to 

process and the second computer. '^^^^^ ^"^^ ^ (received) and is passed to a 

The third computer has a port number conversion table for transport layer (513). 

convertirig a first coomiunication port identifier which is As mentioned above, the data communication in the 

used by the second computer for a communication with the transport layer between the client Al and the remote server 

first computer to a second communication port identifier B (data communication between 502 and 522) is divided 

whidi is used by the communication proxy process for ^ into two; communication between the client Al and the 

communication with the first computer. When the third communication proxy of the remote server B 

computer receives a communication packet addressed to the (communication between 502 and 513), and communication 

second computer, the first communication port identifier between the communication proxy of the remote server B 

writtrai in the communication padcet is converted to the and the remote server B (communication between 517 and 

second communication port identifier, thereby allowing the 25 522) 

communicationproxypiocesstoreceivethecommum^^ ConsequenUy, the flow control and congestion control 

pacKei. algorithms in the transport layer suitable to each of the 

The commumcaUon proxy process s«nds the commum- ^^^^ communication in the LAN and the latter commu- 

cation packet which is addressed from the second computer . ^^^.^.^^ ^^^^^^ applied, 

to the communication proxy process to the first computer. 30 , , 

When the second computer sends the communication .As mentioned above, the high-perforrnance data commu- 

packet addressed to the communication proxy process to the nicauon via the wide-area network can be reahzed without 

first computer, the communication proxy process rewrites a changing a communication program on a client, 

source network address of the communication packet to a Transmission of a padcet from the remote server B to the 

network address of the second computer. 35 client AL can be also realized by a procedure opposite to the 

BRIEF DESCRIPTION OF THE DRAWINGS described above. 

T-r^ ^1^11 J- , c ^ . General programming for a data commumcationusmg the 

HG. 1 IS a block chagram showuig a construction of a first p ^^^^ ^ ^ ^ ^ ^ g^, 

embodiment of the mvenUon; with reference to HGS. 7fl and 71,. 

FIG. 2 IS a diagram showmg an example of a conmium- ^ „ , . _ , • * 

1^ #-1,1- Zr.A <. »ii«k«^ /^««..«;«Ti ^ Programs shown in FIGS. 7a and 7b are similar to those 

cation proxy registration table and a port number conversion . , ^ , . . «TT».rTv * i - _»» 

"Sing a socket descnbed m UNIX network programming^ , 

i-' ^ . a t. u • • 1 f 1 1 W. D. Stevens, Prentice Hall. 

FIG. 3 IS a flowchart showmg an imtial process of a local ^ ^ , 

c«„«^ ^r.A , ,«T««to Reference numerals 701 to 715 correspond to a program 

server and a remote server; , . . « ^ ^ 

M ' a L.i-' £■ .ufu- executed by the server. Reference numerals 750 to 761 

FIG. 4 IS a flowchart showmg a process for establishing * j u *i. r * 

a connection between a client ^d a local server; correspond to a program executed by the chent. 

FIGS. Sa and 56 are flowcharts showing data '^T'J''"^ sodcet (702), addresses Oie sodcet 

transmitUng/receiving processes among a cUent, a local after that waits for a reqjiesl to establish a 

server, and a remote server; ^0^" ^ a hsteo ( ) call 

FIG. 6a is a diagram showing a protocol stack in a 50 ^ . , r-*^^ t i- * - 

conventional client/server data communication system; ^ftey formmg a socket (753) the chent designates a 

err- cu ,v « <.i,«„^ # ^1 ir. o network address of the server (755) and requests a connec- 

FIG. DO IS a diagram showmg a protocol stack in a data . » l * ♦.u.h. 1/ _*/\ n/«o\ 

. ^ J. . 1. j« ^ r lion establishment with the server by a connect I ) call (758). 

communication system according to an embodiment of the i^i m,. 0^1 yjy vv^uuvvi v y vou ^ # } 

invention; When the client requests the establishment of the con- 

--^ - . J. i. . t r 'J «r«r ncction by the connect ( ) call and the server accepts the 

FIG. 7a 15 a diagram showmg an example of a seiver side 55 , i- . *l u 1* j 

. . ^ • • i*r^i request or the chent, the connection between the client and 

chent/server data communication program using the TCP/ ^ ♦ ui - u j u * / \ n /-^aqx 

jp, ^ ^ ' the server is established by an accept ( ) call (709). 

Vt^ _.. _iirr*-j The server allocates a descriptor newfd of the socket used 

FIG. 7o is a diagram showmg an example of a client side . ^. , < t.i - 1. ^ /^nm « cc 

J . • • »r>r^nf m thc uewlv established connection (709), forms an off- 

chent/server data communicaUon program using the TCP/ r ^ /IT ^ v ^ " 

jp, * gg spring process (710), and data commumcation is executed 

* ^ ir^^ r between the ofl&pring process and the client (713). 

FIG. 8 IS a diagram showing an example of a structure of . . • *, j * 

T . . r 4L • A parent process is returned to a waitme state to receive 

a commutmg system as a target of the mvention. ^ ^^P^^^ ^^^^^ ^^^^^ ^^^^^ ^^^^ ^ 

DETAILED DESCRIPTION OF THE When the connection is established (758), the chent also 

PREFERRED EMBODIMENTS ^5 executes the data communication with a server (759). 

When a high-speed network such as the ATM network FIG. 8 shows an example of a structure of a computing 

which can reserve a bandwidth is used in networks, different system as a target of the invention. 



05/12/2004, EAST Version: 1.4.1 



us 6,4( 

5 

In FIG. 8, reference munerals 100, 200, and 300 denote 
offices A, and Q respectively. 

Reference numeral 110 denotes a dient and 130, 230, and 
330 indicate servers. When seen from the client 110, 130 is 
a local server and 230 and 330 are remote servers. 

Reference numerals 132, 232, and 332 denote files man- 
aged by the servers 130, 230, and 330, respectively; 120, 
220, and 320 denote LANs (Local Area Networks); 140, 
240, and 340 denote LAN switches like ATM 
(Asynchronous Transfer Mode) switches; 150, 250, and 350 
denote PBXs (Private Branch Exchanges); and 400 a wide 
area network (WAN). 

Reference numerals 852 and 854 on the local server 130 
are means to realize the invention and denote proxies of 
communication ports of the remote servers 230 and 330, 
respectively. 

The client 110 having a network address of netl.C is 
connected to the LAN 120 via the network 112. 

The servers 130, 230, and 330 are connected via networks 
122, 222, and 322 to the LANs 120, 220, and 320. The 
savers 130, 230, and 330 are connected to the LAN 
switches 140, 240, and 340 via networks 134 to 136, 234 to 
236, and 334 to 336, respectively. 

The network address on the LAN side of the local server 
130 is netl.S and the network address on the LAN switdi 
side is net2.S. The network address on the LAN switdi side 
of the remote server 230 is net2.RS. 

Although a plurality of networks are used in the diagram, 
the LAN switches 140, 240, and 340 can be also connected 
to the servers 130, 230, and 330 by a single network, 
respectively. 

Ihe LAN switches 140, 240, and 340 are connected to the 
PBXs 150, 250, and 350 via networks 142, 242, and 342, 
respectively. The PBXs 150» 250, and 350 are connected to 
the WAN 400 via networks 152, 252, and 352, respectively. 

The LAN switches 140, 240, and 340 are not always 
necessary. The servers 130, 230, and 330 can be also direcUy 
connected to the PBXs. 

In FIG. 8, when the client 110 communicates with the 
remote server 230, the TCP/IP packet is first sent to the local 
server 130 via the LAN 120 and passes via the conmiuni- 
cation proxy process 852 of the server A, the LAN switch 
140, PBX 150, WAN 400, PBX 250, and LAN switch 240 
and finally reaches the remote server 230. 

When the dient 110 receives the packet from the remote 
server 230, the packet is sent in the opposite order. 

An initial process of the local server 130, communication 
proxy process 852, and remote server 230 as an embodiment 
of the invention will be described with reference to FIG. 3. 

The initial process is executed between the local server 
130 and the remote server 230. 

The local server 130 has a communication proxy regis- 
tration waiting daemon. The local server 130 forms a socket 
to be bound with a port #1 and waits for a registration 
request of the communication proxy process from a remote 
sCTver (600). 

The remote server 230 sends a registration request of the 
communication proxy to the port #1 of the local server 130 
(650). 

The local server 130 accepts the registration request from 
the remote server 230 and newly forks (forms) the commu- 
nication proxy process (602). 

When the coxmection between the local server 130 and the 
remote server 230 is established, the remote server 230 
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sends to the bcal server 130 both of a port number #n-c-rs 
to be used by the remote server 230 for the communication 
with the client 110 (when a connection request is sent, a 
plurality of clients can commonly use the nuinber) and a port 
5 number to-s-rs to be \ised for the communication between 
the communication proxy 852 on the local server 130 and 
the remote server 230 (652). 

The port #D-c-rs is used \^en the local server 130 steals 
(receives) the TCP/IP padcet which is sent by the client 110 
to the remote server 230. 

The port #n-s-rs is used when the stolen (received) 
TCP/IP packet is sent from the local server 130 to the remote 
server 230. 

When the port #n-c-rs is received, the communication 
proxy 852 on the bcal server 130 allocates a communication 
port (#n-C'S) of the local server 130 as a communication port 
to receive the TCP/IP packet sent from the client HO (604). 

When the port #n-c-rs and #n-s>r5 are transmitted, the 
remote server 230 sends a communication parameter indi- 
cating how it will communicate with a local server (654). 

^ In the communication parameters, for example, the fol- 
lowing options can be designated such as an option for 
solving deterioration in performance in a long-distance 
communication due to a small window size of the TCP by 
establishing a plurality of connections by a parallel com- 

^ munication; an option for expanding the window size of the 
TCP; an option to use a parameter for securing QOS 
corresponding to the ATM network and a flow control 
algorithm corresponding to the ATM network which is 
dififerent frx)m a conventional network. (With resped to the 

30 communication parameter, refer to "ATM internetworking" 
by Anthony Alles, Cisco Systems, Inc.) 

As mentioned above, the communication parameter for 
realizing the communication control between the servers is 
passed to the local server 130. The conmiunication control 

35 can cope with a problem of latency because of the wide-area 
network and a high-speed cell-based network such as the 
ATM network. 

The local server 130 extracts the oommimication param- 
eter received from the remote server 230 and data such as a 

^ throughput and a congestion stale of a network to be 
connected to the remote server 230 and executes processes 
of the flow control and the congestion control with the 
remote server on the basis of the extracted data (606). 

On the basis of the above data, the local server 130 
initializes a table or the like necessary to realize the embodi- 
ment of the invention. 

When this communication proxy registration request is 
the first request from the remote server 230 (608a), a proxy 
registration table and a port number conversion table are 
formed and data is registered (610). 

If it is not the first request (6086), an entry of the port 
number cxtnversion table is added (612). 
The details regarding the tables will be described later 

55 with reference to FIG. 2. 

After completion of the preparation, the local server 130 
waits for the client HO to send the coimedion establishment 
request to the remote server 230 (614). 
On the other hand, the remote server 230 also waits for the 

60 client HO to send the connection establishment request to 
the remote server 230, the local server 130 steals (receives) 
the establishment request and retransmits it from the com- 
munication proxy 852 on the local server 130 to the remote 
server 230 (656). 

65 FIG. 2 sbows the details of the proxy registration table 
and the details of the port number conversion table of the 
embodiment of the invention. 



05/12/2004, EAST Version: 1.4.1 



us 6,404,766 Bl 

7 8 

In FIG. 2, reference numerals 900 to 950 denote parallel Reference numeral 820 denotes an IP process; 832 a 

headers of entries of the proxy registration table according buffer (queue) of a TCP packet ^ich is supplied to the TCP 

to an embodiment of the invention. layer by the IP process; and 840 a TCP input process. 

He proxy registration table is searched by using an IP Reference numeral 850 denotes a copy of tte communi- 

address of a gateway or a router which is obtained by 5 caUon process program m the remote server 230; 852 and 

searching a rouUng table and which sends the padcet ne,ct. ^,J«^-3Sr^SSi^Sra.^"^.:d"^^^^^ 

The destination address is converted by a hash funcUon address conversion routines, 

(900fl) and entries of the proxy registraUon table are Reference numerals 856, 858, 860 denote appUcalioo 

s^*^**^- jQ programs; 862 a buffer (queue) of the packet supplied to the 

Ihe entries of the proxy legistration table are constructed TCP layer; 870 a TCP process; and 872 a buffer (queue) of 

by: a network address 961 of a gateway for nexdy trans- the TCP packet supplied to the IP layer by the TCP process, 

mitting the packet as a key of the hash function; a pointer Reference numerals 880 to 882 denote buffers (queues) of 

(962); and a pointer 963 for forming a list of the proxy the IP packets passed to networic interfaces 890 to 892 by the 

registration table entries. The pointer 962 converts the jp process; and 890 to 892 the network interfaces for 

communication port number (#n-c-rs) of the remote server transmitting the output packets to the LAN or WAN. 

230 which is designated when the cUent 110 establishes pjQg 2, and 4, when the cUcnt 110 sends a 

communication with the remote server 230 mto both of the connection establishment request to the remote server 230 

communication port number (#n-c-s) of the local server 130 (53^)^ connection esUblishment request is sent to the 

which is used when the client UO establishes the commu- ^ j^^^ ^^^^ comicction between the cHent 110 

oication with a commumcation proxy 850 on the local server ^^^^ ^^O is not started, the connection 

130 and the communication port number (#n-s-rs) of the estabHshment request is sent from the local server 130 to the 

remote server which is used when the commumcation proxy ^^^^^ ^^^^ 230. If the connection between the client 110 

850 on the local server 130 establishes the commumcation y^ ^^^^ ^^^^^ connection 

with the remote server 230. ^5 establishment request is sent to the remote server 230 via the 

Each of the entries of the port number conversion table is local server 130. 

constructed by the number (971) of communication ports in connection establishment request is input to the local 

whidi the communications using the proxy from the remote ^^^^^ ^30 via the network interface 800. 

server 230 to the local server 130 are registered and tabic j^^^ ^ bufferred by a queue 810 and is passed to 

entries 972 to 976 for converting port numbers. 30 process 820. 

Further, each entry includes a pointer to the communica- jp process 820 determines whether the packet is 

tion parameter table for designating the communication addressed to the self or to the other packet by checking the 

system between the local server 130 and the remote server destination address of the IP header of the connection 

230 for every communication connection (every port establishment request (822). 

number). 35 -j^^ connection establishment request packet is addressed 

The communication parameter table is constructed by: a to the other, that is, the remote server 230 (822fl), the routing 

window size expanding option (980) for executing long- table of the IP packet is searched and the IP address of the 

distance commumcation at high speed; a link performance remote server 230 is obtained as the IP address of the 

designation parameter (981) indicating that when a high- gateway which ^ould send the connection establishment 

speed communication link performance between servers is ^ request packet (824). 

designated, a slow start control as a feature of the TCP The hash functions are obtained by using thcIP addresses 

protocol does not have to be executed; a parallel commu- ^ j^gyg (900a), the proxy registration table (900 to 950) is 

nication option 982 which can obtain an effect similar to the searched (826, 615). 

c3q)ansion of the window size by parallel communication communication proxy of the remote server 230 

using a plurality of connections; a QOS (QuaUty Of Service) 45 ^ - ^ registration table in the local server 

designation parameter 983 for a communication in which ^30^ ^^^^ registration table is searched by using 

security of the QOS is requested such as multi-media data ^ ^^te server 230 as a key, it is "hif * 

communKation; and a now control algpnthm designation (g26b) 

parameter 984 for aUoj^ the flow control smtable to the 'n.e connection establishment request packet is then sem 

cell-bascdnetworksuchastheAIMnetworktobeexecuted. 50 ^^^^^ header of the TCP packet is 

For the QOS designation, there are various parameters of analyzed, thereby obtaining the communication port number 

the QOS specified by the ATM network, such as CBR #n-c-is which is used in the communication with the remote 

(Constant Bit Rate), VBR (Variable Bit Rate), ABR server 230. 

(Available Bit Rate), and UBR (Un^edfied Bit Rate). ^^^^^ (972 to 976) of the port number con- 

Hiose parameters arc transmitted to the communication version table are searched by using the communication port 

proxy process 852 and arc used in the commumcation number #n-c-rs of the remote server 230 as a key (616) and 

control between servers. an entry is hit, the local server 130 converts the communi- 

The operation when the client 110 requests the remote cation port number #n-c-6 assigned by the local server 130 

server 230 to establish the connection will be described with ^ for the communication with the client 110 (830, 617). 

reference to FIGS. 1, 2, and 4. Further, the destination address of the packet described in 

In FIG. 1, reference numeral 800 denotes a network the header of the connection establishment request packet is 

interface for reoeiviiig a packet supplied from the LAN 120; rewritten from the IP address net2.RS of the remote server 

and 801 and 802 indicate network interfaces for receiving 230 to the IP address netl.S on the LAN side of the local 

packets supplied from tiie WAN 400. 55 server 130 (831, 617). 

Reference numerals 810 to 812 denote buffers (queues) of By rewriting the communication port number and the 

IP packets passed to the IP layer by the network interfaces. destination IP address, the packet is put into the queue 832 
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as if it is the connection establishment request addressed to The hash fimctioD is obtained by using the IP address as 

the self (local server 130). a key (900a), and the proxy registration table is searched 

When the communication port number of the remote <»64). 

server 230 is not registered in the port number conversion Since the commimication proxy of the remote server 230 
table (830Z)), as in the conventional technique, a transmis- 5 is registered in the proxy registration table in the local server 

sion side network interface is selected on the basis of the IP 130, when the proxy registration table is searched by using 

address of the remote server 230 (828), and the connection the IP address of the remote server 230 as a key, it is "hit" 

establishment request packet is forwarded as it is to the (926b). 

remote server 230. The packet is then scot to the TCP layer and the header of 

The connection establishment request packet inserted into the TCP packet is analyzed, thereby obtaining the commu- 
the queue 832 is multiplexed by the TCP input process 840 nication port number ^-c-rs which is used in the commu- 
on the basis of the communication port number written in the nication with the remote server 230. 
packet header and is transmitted to the communication When the entries (972 to 976) of the port number con- 
proxy process 852 of the server B. version table are searched by using the communication port 

Consequently, the request to establish the connection number #n-c-rs of the remote server 230 as a key (664) and 

between the communication proxy process 852 of the an entry is hit, it is converted to the conununication port 

remote server 230 and the client 110 is accepted (618). number #n-c-s assigned by the local server 130 for the 

The communication proxy process 852 sends the request communication with the cUent 110 (830, 666). 
to establish the connection with the remote server 230 by ^ Further, the destination address of the packet described in 

using the communication port number #n-s-rs (652) which the header of the packet is rewritten from the IP address 

has been preliminarily sent from the remote server 230 oet2,RS of the remote server 230 to the IP address netl.S on 

(620). the LAN side of the local server 130 (831, 666). 

In this instance, the coimection is established according to By rewriting the communication port number and the 
the communication parameter (654) preliminarily sent from 25 destination IP address, the packet is inserted into the queue 

the remote server 230. 832 as if it is addressed to the self (local server 130). 

When the remote server 230 receives the connection When the communication port number of the remote 

establishment request, the connection between the remote server 230 is not registered in the port number conversion 

server 230 and the communication proxy process 852 is table (8302>), as in the conventional technique, a destination 
established (622). 30 network interface is selected on the basis of the IP address 

When the connection establishment request is accepted of the remote server 230 (828), and the packet is forwarded 

from the remote server 230, the communication proxy as it is to the remote server 230. 

process 852 returns an ACK signal for acknowledging the The packet inserted in the queue 832 is mult^lexed by the 

connection estabhshment to the client 110, thereby complet- TCP input process 840 on the basis of the communication 
ing the establishment of the connection with the chent 110 35 port number written in the packet header and is transmitted 

(624). to the communication proxy process 852 of the server B, and 

When returning the packet of the ACK signal, the source the packet is received (668). 

IP address is rewritten to the IP address of the remote server The packets each divided in a size of the MTU (Maximum 

230 not to the IP address of the local server 130 (853, 626), Transmission Unit) in the TCP layer arc reassembled to the 
so that the cUent 110 sees the signal as the ACK signal from ^ original stream. 

the xcmoic server 230. After that, the communication proxy process 852 divides 

Consequently, the connection between the client 110 and the data in accordance with the connection conditions (size 

the remote server 230 can be established by being divided of the MTU, whether the parallel conununication is 

into the connection between the client 110 and the commu- executed or not, etc.) with the remote server 230 and sends 

nication proxy process 852 on the local server 130 and the the packet to the communication port number #n-s-cs of the 

connection between the communication proxy process 852 remote server 230 by using the connection established with 

on the local server 130 and the remote server 230. the remote server 230 (670). 

A process when the data is transmitted/received between Since the packet is sent through the connection between 

the client 110 and the remote server 230 will be described the servers, the sender site address of the IP packet is not 

with reference to FIGS. 1, 2, Sa, and Sb. converted and is inserted into the queue 62 as it is. 

In FIGS. 1, 2, 5fl, and Sb, when the client 110 sends the The TCP process 870 extracts the packet from the queue 

TCP/IP packet to the port number #n-c-rs of the remote 862, assembles the TCP packet, and then inserts the packet 

server 230 (660), the packet is sent via the local server 130 to the reception queue 872 of the IP process 820. 

to the remote server 230. In the IP process 820, the routing table is searched by 

The packet is input to the local server 130 via the network using a final destination address as a key to obtain the IP 

interface 800. address of the gateway to which the packet is sent subse- 

The packet is bufferred by the queue 810 and is passed to quently to reach the final destination (829). 

the IP process 820. Since the IP address is sent to the remote server 230 via 

The IP process 820 determines whether the packet is eo the WAN, the network interface 891 is selected (828) among 

addressed to the self or to the otho^ by checking the the network interfaces of the local server 130 for transmit- 

dcstination address of the IP header of the padiet (822). ting the IP packet, and the IP packet is inserted into the 

The padcet is addressed to the othe^ that is, to the remote reception queue 881 of the network interface, 

server 230 (822a), the routing table of the IP packet is ' The packet is consequently sent to the remote server 230 
searched and obtains the IP address of the remote server 230 65 aiid the remote server 230 receives the packet (672). 

as the IP address of the gateway to which the connection As mentioned above, the packet addressed to the remote 

establishment request packet is sent next (824, 662). server 230 sent from the client 110 to the remote server 230 
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is transmitted via the communication proxy, process 852 OD Consequently, between the high-performance servers 

the local server 130 to the remote server 230 according to the such as the local server 130 and the remote server 230, the 

communication control algorithm between the servers. remote data communication between the high-speed servers 

A case where the client 110 receive data from the emote can be realized by using the protocol process algorithm in 

server 230 will be described next. ^ transport layer of the flow control or the congestion 

When the communication proxy process 852 on the bcal "^"^^l^if !f ^^.^^^fT"^^ °' 

server 130 receives the packet from the remote sciver 230, ^P^^ as the AIM network, 

the packet is transmitted to the client 110. Further, also in the data commumcation between the 

Therefore, the remote server 230 sends the packet not f'""' "^^'^^ "^^'^ high-speed data communica- 

directty to the client 110 but to the communication pro)cy ^ '^^^ f^^ 

*!. 1 1 tin /£fA\ congesuon control usmg the shorl-dislance commumcation 

process 852 on the local server 130 (674). ^AN and the high-speed perfomiance of the LAN. 

When the packet arrives at the local server 130 (67(>) it ^ ^^^^ ^^^^ ^^^^.^^^^ 

input to the local server 130^v^^^^^ communication packet transmitted between the client 110 

which is connected to the WAN 400. 15 ^nd the remote server 230, the communication can be 

The packet is bufferred by the queue 811 and then passed divided into two communications in both of the LAN and the 

to the IP process 820. WAN without letting the client 110 know about it. Therefore, 

The IP process 820 determining whether the packet is the high speed performance can be realized without needing 

addressed to the self or to the other by diecking the to change the existing software. 

destination address of the IP header of the packet (822). 20 Although the commumcation between the remote server 

Since the packet is addressed to the self (8226), the packet B (230) and the client Al (110) has been described according 

is inserted to the queue 832 as it is. to the embodiment, a communication between a remote 

The packet input to the queue 832 is multiplexed by the server C (330) and the client Al (110) is substantially the 

TCP input process 840 on the basis of the communication ^ same. 

port number written in the packet header and is sent to the The proxy of the communication port of the remote server 

communication proxy process 852 of the server B, and the is registered in the proxy registration table in the embodi- 

packet is received (678). ment. However, if the remote server 230 sends an object 

The packets each of which was divided to the size of the including a program code and a processing method to the 

MTU O^aximum Transmission Unit) in die TCP layer are 30 ^^^^^ ^^^^ ^^^^ ^^^^ 

also reassembled to the original stream. After tlmt, the ofiEspring process from the format of the commumcation 

communication proxy process 852 divides the data accoid- it is also possible to register the user registra- 

ing to the conditions of the connection with the client 110 program 850 shown in HG. 1 to the local server 130 by 

and sends the packet to the cHcnt 110 (680). ^he same procedure as that in FIG. 3. 

When returning the packet, the source IP address is 35 According to the embodiment, only one of the gateways 

rewritten not to the IP address of the local server 130 but to °' routers routed the packet on the commumcaUon route 

the IP address of the remote server 230 (853, 682), so that between the chent 110 and the remote server 230. However, 

the cUent 110 sees the packet as if it is the packet from the ^^^^ » plurality of gateways or routers exist on the 

remote server 230 communication route, if the proxy registration table and the 

A A * iu fn 4U port number conversion table according to the embodiment 

After rewntine the IP address^ the packet is inserted mto 40 ^. . . .j j * u * 

th 862 y of the mvention are provided to each of the gateways or 

' « « . , o . routers, the hop-by-hop commumcation process can be also 

The TCP process 870 extracts the packet from the queue executed by a similar procedure. 

862 assembles the TCP packet, and after A^^^ inserts the if the proxy is not registered in the proxy registration table 

packet to the recepUon queue 872 of the IP process 820. ^ embodiment ofTe invention, the hop%-hop com- 

In the IP process 820, the routing table is seardied by munication process is not executed but a control every 
usingthefinaldestmationaddressasakey andthelPaddress plurality of proxies can be executed, 
of the gateway to which the packet is subsequenfly sent to high^eed communication system between the pub- 
reach the final destmation (829). ^^^^^y. described in 

The IP address selects the network mterfaoe 890 among the embodiment. The invention can be also applied to the 

the network interfaces of the local server 130 for transmit- LAN constracted by a phirality of networks having different 

ting the IP packet (828), and inserts the IP packet into the speeds and media sudi as ATM and LAN and Ethernet and 

reception queue 880 of the selected network interface. LAN. 

The packet is consequently sen t to the client 110 and the As mentioned above, according to the invention, there is 

cUent UO receives the packet (684). 55 provided the system in which the server functioning as the 

As a result, the packet addressed to the cUent 110 sent gateway between the network (for example, LAN) to which 

from the remote server 230 is transmitted to the client 110 the client is connected and the other network (for example, 

via t he communication proxy process 852 on the local WAN) to which the remote server is connected can execute 

server 130 in accordance with the communication control the flow control or the congestion control according to the 

algorithm between the servers. go performance and function of the network (link) between the 

As mentioned above, the data communication between client and the remote server and the performances of the 

the client 110 and the remote server 230 can be divided in client and the remote server, and the high-speed data com- 

two via the local server as a gateway of the LAN and the munication via the netwodc can be realized. 

WAN; the communication between die client 110 and the What is claimed is: 

local s^er 130 in the transport layer, and the communica- 6S l- A network data communication system for a network 

tion between the local server 130 and the remote server 230 data communication, comprising: 

in the transport layer. ^ a first computer connected to a first network; 
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a second computer coDiiected to a second network; and 
a third computer connected to both of said first and second 
networks for establishing communication 
there inbetween, 
wherein said third computer inchides a communication 
proxy having a proxy registration table for registering, 
^aj^petwprk. address of said secpnd_ computer and a 
communication proxy process for receiving a commu- 
nication packet addressed to said second computer, 
said third computer searches said proxy registration table 
when a communication packet which is not addressed 
to said third computer is received, 
when a destination network address of the communication 
packet is registered ifi said proxy destination table, the 
communication proxy process receives the communi- 
cation packet and transmits the communication packet 
to the destination, 
• said commimicatioo pioxy.proce,ss on said third computer 
receives a communication parameter transmitted from 
said second computer and registers the communication 
to said third computer, 
f wherein said t hjrd compute r has a port number conversion 
table for converting a iirst communication port identi- 
fier which is used by said secondjcomputer for com- 
munication with said' first computer into a second 
communication port identifier which is used by said 
communication proxy process for communication with 
said first computer, and 
when a communicatioo padcet addressed to said second 
computer is received, the first communication port 
identifier written in the communication packet is con- 
verted to the second communication port identifier, 
thereby allowing said communication proxy process to 
^<^^eceive the communication packet. 
j 2. A third computer connected to both of said first network 
I to which a first computer is connected and a second network 

to which a second computer is connected, comprising: 
p>^ a registration table for registering a network address of 
said second computer; 
means for searching the registration table when a com- 
I3 munication packet which is not directed to said third 
computer is received; 
a communication process for receiving a communication 
packet addressed to said second computer when a 
network address of a destination of the communication 
packet is registered in said registration table; 



means for transmitting the communication packet to the 
destination; 

a correspondence table between a first communication 
port identifier used by said second computer for a 
communication with said first computer and a second 
communication port identifier used by said commimi- 
cation process for a communication with said first 
computer; and 

20 / means for allowing a communication packet addressed to 
said second computer to-be<^eived by said commu- 
nication process by^nverting\he first communication 
port identifier writteo1i^«ad<ommunication'pac^ to 

be second communication'port'ident ifier. : ; 

15 \ 3. A^network data communication system for a network 
^^communication comprising: 
a first computer connected to a first network; 
a second computer connected to a second network; and 
a third computer connected to both of said first and second 
networks for establishing communicatioo 
thereinbetween, 

wherein said third computer includes a communicatioo 
proxy having a proxy registration table and a commu- 
nication proxy process for receiving a communication 
packet addressed to said second computer, 
wherein said proxy registration table contains a network 
address of said second computer and communicatioD 
parameters d esignating a c ommunication methpdjo be 
employed in3Qmm^^wn~^iwecn said communi- 
cation prox y proc es s and"sai3Tccond com puter, 
wherein said third computer searches said proxy registra- 
tion table when a communication packet which is not 
addressed to said third computer is received, 
wherein when a destination network address of the com- 
municatioo packet is registered in said proxy registra- 
tion table, the communication proxy process receives 
the communication packet and transmits the commu- 
nication packet to the destinat ion according_to.the 
communication method designated by said conmiuni- 
cation parameters registered in said proxy registration 
table, and 

wherein said communi6ation parameters include a param- 
eter designating quality of service specified by ATM 
network. /\ 
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